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Vicky Zimerman

NEND: FW: VTR NNUARD UNUTR TNXD YU DN VN 1N Nyviap
DDMNN D'EAR: ARCMM

From: Tanya Frankl

Sent: Wednesday, November 19, 2014 9:15 AM

To: Ariel Kadoshi

Cc: Libe Crenzel; Yoel Finkel; Arie Aharon; Brian Negin; Haim Plachinsky; Dana Leonov; Noga Shteren; Vicky
Zimerman; Ofra Shochetman
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From: Tanya Frankl
Sent: Tuesday, November 18, 2014 8:55 AM
To: Orit levin

Cc: Libe Crenzel; Yoel Finkel; Arie Aharon; Brian Negin; Haim Plachinsky; Dana Leonov; Ariel Kadoshi; Noga Shteren;

Vicky Zimerman; Ofra Shochetman
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From: Tanya Frankl

Sent: Sunday, November 16, 2014 15:56

To: Arief Kadoshi; Libe Crenzel

Cc: Orit levin; Yoel Finkel; Arie Aharon; Brian Negin; Haim Plachinsky; Dana Leonov
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Libe Crenzel

From: Yaron Hakon <yaron@gqrity.com>
Sent: Monday, October 20, 2014 17:34
To: Libe Crenzel
Cc Ofra Shochetman; Ariel Kadoshi; Vicky Zimerman
Subject: RE: 2014\11 nvent nwiza? nivm
Attachments: image2014-10-20-152708.pdf; ATTO0001.txt
N7 i
Magm 1y

JNDTHYE NYYD Noaen 2 b

aTm
e
From: Libe Crenzel [mailto:libec@chs.gov.il]
Sent: Monday, October 20, 2014 3:11 PM
To: Yaron Hakon
Cc: Ofra Shochetman; Ariel Kadoshi; Vicky Zimerman
Subject; RE: 2014\11 nwxnb nwpas nwm
Naty URial
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From: Yaron Hakon [mailto:yaron@qrity.com]
Sent: Sunday, October 19, 2014 17:15

To: micrazim; Libe Crenzej

Subject: RE: 2014\11 nvgn NpaY Nvn

iy
DONWi7AY? PDF NONAD XN

TN
e
From: Yaron Hakon
Sent: Tuesday, October 07, 2014 5:31 PM

To: micrazim@cbs . gov.il
Subject: 2014\11 nvzas nwpab navn
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CURRICULUM VITAE - YARON HAKON

Personal Information

= Name: Yaron Hakon

[.D: 033426768

Date of birth: 01/10/76

Situation: maride

Address: 21 vhoda ayamit, Tel-Aviv.
Mobile/ Fax 972-50-6668229.
Email: yaron@gqrity.com

'AREAS OF EXPERTISE

] Data center architecture.

B Federation and SSO architecture & implementations

[ Cyber Warfare.

- | .NET framework.

] Network, Host and Application Security (Design/architecture review,

code review, etc’).

SDL.

Threat Modelling.

Security management.

PCI solutions and regulations.

Security Penetration Tests.

Security Code Reviews

Speaker and coursware development).
Infrastructures (Active directory, SQL, IS, more...}.
QA, I1SO.

Awards and recognitions

[ .NET Security User Groub anager

'EDUCATION

B 2006 - .Net course at Ness College that include: C# , ASP.Net , Web
Services and .Net 3 Framework.

B 2005 — BA. In science at the Open University.

[ 2002 — QA Test Leader at the Sl college.

| 1999 - Web master course at Ramat-Gan College (600 Hr) that
included:,C,C++,VB, Access, Web, .Net and more.

] 1998 - computers & electronics engineer at AMAL College.




PROFESSIONAL EXPERIENCE

B Q.rity - CTO & Head of consultlng services

B Q.rity , Information Security Architect,

2] 2Bsecure WAF Team Leader, Team establishing, acquiring knowledge
Design& implementation for Web application FW and data Center
Security (DCS) protection.

B 2Bsecure - 2005-2007 - Application Security consultant.

B

IDF — Air Force - 1998-2005 - Representative in the Israel Military
Indusiries(Rephael\ IMI\ Elbit) for the Israel Air Force. Quality Auditor.
QA (1S0) testing and verification in the IMI'S and in IAF bases for the
IAF. UNIT Responsibilities in the fields of: Training, Teaching, QA,
Computer Systems, and more. .

PROFESSIONAL ACTIVITIES el

Q.rity. CTO & Head of consuitmg services.

2009(Aug) todays CTO, Infromation Security Architectect.
¢ Establish the consulting Team at Q.rity. Include:

e Raising man power for the consuiting team.

¢ Building special security services for the team.
o Creating relatianships with new customers.
-

Adding partners and integrating with partners for special
services.

¢ Deliver infromation security consulting services for Q.rity
and partners customers.

¢ Q.rity CTO.

2B Secure.

2007 to 2009(Aug) WAF Team Leader.

WAF team is specializing in Web Application FW and DB FW (Data
Center Protection) technologies and architectures.

s Establish the WAF Team at 2bsecure. Include:

¢ Raising man power for the WAF team.

s Acquiring knowledge to the WAF team, customers and
partners.

e Architecture consulting and design for Data Center
Security solutions.

e Implementation and escorting DCS progects.

s WAF Profiling and adjustments for beiter DCS protection.




L
IDF-IAF

2005 to 2007 Security consultant.

e consulting for large scale projects for military, government,
healthcare and finance

» code review, architecture review, design review, pen testing,
threat modelling, more...

e Developing courses of security for developers.

o [Lecturing & teaching Application Security in security users
group and developers courses.

¢ Accompanying SDL process in organizations and projects.

¢ Defining, architecting and implementing PKI projects.

¢ penetration tests and debugging for security vulnerabilities in
.Net applications.

Developing and Responsible for the company Web Site.

2000- 2005 Israel Air Force:

e Command, Training and Teaching soldiers in the IAF (QA and
AMO).

¢ Responsible for QA(ISO) reguiation — writing and

enforcement.

Responsible for the Quality of the environment in the UNIT .

Responsible for Computer Systems and new technologic.

.Net Programmer (C#).

Responsible to computerize some of the "Man Process” in the
UNIT,

Responsible for the UNIT Web Site.

QA - 1SO Testing in the IMI'S.

QA — ISO Verification and approve in the IMI'S.
Product Certification in the IMI'S.

o @ @ o
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Personal
Year of birth; 1974
Place of Israel

berth
Languages: Hebrew (mother tongue), English (excellent)

Contact shavz@palantirsecurity.com / 052-4662650
details:

Skills & Experience Summary

* 12 years of experience in Cyber Security
17 years of experience in IT & Software Development
A pioneer and a leader in the Software Security arena
Wide scale of technological capabilities
Hundreds of client engagements (in Israel and abroad)
Proven management skills
Excellent interpersonal communication skills
Frequent Speaker in conferences and in public media

Technical knowledge

o Languages: Java/C/C++/C#/ VB /XML /UML

¢ Technologies: J2EE / EJB / Servlets / JDBC / RMI / Applets / JFC (Swing) / Javalieans / WAP /
SOAP / Web Services / MS.NET / COM+ / COM /ISAPI/ ASP/1IS

e Protocols: TCP /IP / HTTP / SNMP / SSL/ SMTP / POP3

¢ Areas of Knowledge: Cyber & Information Security / Internet / Mabile Internet / GSM / GPRS /
Ebmedded Electronics / Location-Based Services/ GIS / OOP & Design Patterns

* Middieware Solutions: IBM WebSphere / BEA WebLogic / TBoss / BEA Tuxedo / TIBCO
Rendezvous

* Cyber Security: Software Security / SDL. / Web Application Security / Cloud Security / Malware /
Cyber Forensics / DDoS / OS Security / Telecom & Mobile Security / Application-Level Firewalls
& Scanners / Cryptography / EAl & Middleware Security / Authentication solutions

Experience

2014 —Now PALANTIR SECURITY, FOUNDER & CEO ISRAEL
A4 boutigue Cyber Security consulting firm, focusing on Sofiware & Product Security. Assisting
Software Vendors and development organizations to efficiently integrate security into their
development lifecycle and raise their product security posture,

11 nn 5 Ty V0PN NN/ VTN IINDIX WD YV



Internal training and education program for new and existing employees

2002 - 2007 Application Security Group Manager

Leads Comsec’s Application Security Group of 23 Security Consultants and leading application
security projects, full responsibility for all activities performed in the application security area
including:

LI N 4

. »

Security Requirement Analysis & formulation

Threat Modeling

Security Architecture & Design Evaluation

Security Code Reviews

Penetration Testing (both Black, Gray & White-Box)

Security Awareness & Training for designers and developers
Consulting on SDL (Secure Development Lifecycles) implementation
Product Security Evaluation & Certification

Information Security Policies and Procedures formulation

Senior Security Consultant & Application Security Unit Manager

*

Establishment and Jead of Application-Security division
Direct responsibility and management of 12 consultants

Defining Application Security methodologies for conducting Application-Security activities
including: “Black-Box” Application Penetration-Tests, “White-Box™ Security-Audits and Security
Code-Reviews

Leading and conducting Application-Security activities in Israel and abroad

Designing and reviewing security architectures and solutions for large-scale systems

Researching of new technologies, solutions and frameworks related to software development and
information security / application security

Assisting Internal Audit departments of several large-companies and institutions to conduct
information security audits

Preparing and teaching security courses and seminars (e.g. Secure Coding for developers,
Application-Security for Security Auditors, Application Security Firewalls, GSM & GPRS Security
Threats)

Accompanying and assisting customers during system purchases stages (REI/RFP/RFQ)

Technical assistant during Pre-sale stages

Customers included: Cellcom, Motorolla, MIRS, Virgin Media .RSA, HP, Intel, Microsoft, Elbit,
Elop, Refael, Israel Military & Intelligence Corps, Sage, Wonga, Bank of Israel, SHV A, Isracard, Visa

Cal, Leumni Bank, Mizrachi/Tefahot Bank, Thai Farmers Bank, Bangkok Bank, PKO, AXA, Robeco

»

Isracli Police, Isracli Parliament, Israel National Insurance (Bituach Leumi), Ministry of Health,
Ministry of Trade, Supersol, Israel Airport Authority and more.

1999 -2002 CT MOTION

Commerce application.
R&D Team Leader of technologies, security and infrastructure

1998 - 1999 GENUINE CONNECTIONS

A start-up company that developed a web based virtual office application.
Senior Software Developer

11 ymn 7 niny
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ROSH-HA’AYIN, ISRAE
A start-up company that developed location-based middleware for Cellulay Operators. The Company also
developed location-based applications including Mobile Worlforce Management system and M-

RAMAT-GAN, ISRAF
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Redefining Cyber Safety
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